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Situation : Compromised PNP Server

O On March 23, 2017, PNP Finance Service Data
Management System (FSDMS) Information
System could not be logged into.

O All files in the server were encrypted making the
FSDMS computer system unusable.

A NRansom messageo on the
displayed informing the user that an amount must

be paid in order to allow access and decrypt the

files.

.



O Mal

Related Terminologies

ware 1 software programs designed to alter,

damage, steal or conduct unauthorized actions on a
computer system and data.

itcoin T a form of digital currency, created and
held electronically used to buy things electronically.

OTroj
legitimate software or file but deploys a host of
malware to the infected computer system.

an 1 a form of malware that pretends to be a
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Related Terminologies

OPhishing i is the attempt to obtain sensitive
iInformation, by pretending to be a legitimate
source, usually through email or fake/illegal
vebsites.

O Drive-by downloading T the unintentional
downloading and installation of malware such as
RANSOMWARE by visiting illegal websites or
opening email links or attachments from unknown
senders .




Related Terminologies

OMalicious email i a suspicious email received
from an unknown sender containing links or
attachments.

Software I a program or a set of instructions and
applications used to manage and control various
functions of a device such as a computer




What Is Ransomware?

O A type of malware that infects computer systems and
data rendering them unusabl

OHolds computer flesfor'r ansomd by encr
preventing access to operating system such as
ndows.

Spreads through phishing emails or drive-by
downloading websites; and

OUses a Trojan, disguised as a legitimate file or software

.

that automatically installs on the infected computer
system.




How Ransomware works:

Hacker Develops Distributes
-2~ Ransomware Ransomware Users read the
program via email links, email and click the

Uses existing attachment or link or attachment
~| Ransomware embedding in provided or visits
program illegal websites illegal websites

Payment for f ‘

ransom Ransomware
Hostage automatically
executes in
Hacker dgmands T —— o
ransom via Intecte
: longer access ter b
payment using computer by
the computer

bitcoin to decrypt encrypting the
system and
the computer y data computer system

system and data and data

NOTE: Payment of ransom is no guarantee that hacker will send a decryption key to
unlock the infected computer system and data.




Two (2) Kinds of Ransomware

OLocker ransomware i locks the operating
system, making it Impossible to access the
computer and/or any software or files and
demands payment in order to unlock the
computer system and data.

OCrypto ransomware (infected the FSDMS) i

designed to encrypt and block system files
and demands payment in order to decrypt the

.

computer system and data using a screen
message.




Top 10 Ransomwares

(as of December 18, 2016)

1.Locky > Crypto 6. Petya and Mischa >
Crypto

/. Chimera > Crypto
8. Jigsaw > Crypto

9. Samsam > Crypto
10.Cryptowall > Crypto

- Dharma
2. Teslacrypt > Crypto
3.Hddcryptor > Crypto
4.Crylocker > Locker
5.Cerber > Crypto

Source: https://www.tripwire.com/state-of-security/security-data-protection/cyber-
security/top-10-ransomware-strains-2016/

3



Modus Operandi on Ransomware
Propagation
O Via email pretending to be from a legitimate

source and ask the reader to click the link or
download the attachment provided.

O Ransomware links are also provided in social
media messages from unknown sources.

O Using hidden links in illegal websites and
online games.

o




A sample screenshot of a ransomware

All your files have been encrypted!

All your files have been enc rypted due to a security problem with your PC. If you want to restore them, write us to
the e mail mk.scorpion@aocl.com
Write this ID in the title of your message 39392590

In case of no answer i

1 24 hours write us to theese ¢ mails: mkscorpion@ india.com
You have to pay for decryption i Bitcons. The price depends on how fast you write to us. After payment we will send you the

decryption tool that will decrypt all vour files

Free decryption as guarantec

Before payng you can send us up to S files for free decryption I he total sze of files must be less than 10Mb (non
| I \

wchiv

>d), and files should not contam valuable nformation. (databases,backups, large excel sheets, etc.)
How to obtain Bitcoins

bitcoms s LocalBtcons Le You have to register, chick 'Buy bitcoins', and select the seller by

(L

arning pop up on the screen with instructions on
ow to pay for the decryption key.




A sample screenshot of

Viewr

Ransomware

fomputer » DB (D) » UploadUsers2 » UploadUsers » UploadUsers » bin » Debug
Date mod"'tﬁed

Type

3/23/2017 11:33 AM
3/23/2017 11:33 AM
3/23/2017 11:332 AM
3/23/2017 11:33 AM
/2372017 11:33 AM

Name

\ _\ h&?_UplmdUsemExcepﬁon.xln.id—39392590.|mk.scorpion@aol.com].wallet
\ [2dd8fw,UploadUsersException.xlst.id-39392590.[mk.scorpion@aol.com].wa"et
: 3c2()!!_Uploa(!Use'sExceplion.xlgx.id-39392590.(rnk.scorpion@aol.corn].wnllet
Scaa.?.__UploadUsetsExceptvon.xlm.id-39392590.[mk.scorpion@aol.com].wallet

—J)
el
L1 7fb3c_UploadUsersException.dsx.id- 39392590.[mk.scorpion@aocl.comj.wallet
L) %QSO_IJpIoadUsersExceptnon_xls(.id—39392590.[mk.scorpion@aol.com].wallet 3/23/2017 11:33 AM
S L | 9e00d_UploadUsersException.xisx.id- 29392590.[mk.scorpion@aocl.coml.wallet 3/723/2017 11:33 AMm
L] 32ffﬂ,,UploadUsersException.xlsx.id—39392590.[7‘11k.scorpion@aol.corn].wallet 72017 11:33 AM
guisy SDcOd,_UploadUsersExceptaon.xlg\(.id—3939259(}.[rnk.!;corpion@aol.com].wallet 17 11:33 AM
32372017 11:33 AM
P17 11:33 AMM

. 950f5_UploadUsersException.xlsx.id- 39392590.[mk.scorpion@ acl.coml.wallet
3996b_UploadUsersException.xlsx.id- 39392590.[mk.scorpion®@aocl.com).wallet

a7bfc_UplcadUsersException.xlsx.id-39392590.[mk.scorpion@acl.com].wallet

bf21b_UploadUsersException.xlsx.id-39392590.mk.scorpion@acl.coml.wallet
aocl.comj}.wallet

c98c0_UploadUsersException.xlsx.id-39392590.[mk.scorpion
S aocl.coml.wallet

cecbc_UploadUsersException.xisx.id-39392590.[mk.scorpion@&@

NewlUserAccountActivation.htmlid-393925980.[mk.scorpion@acl.cem].wallet
aocl.caml.wallet

UploadUsers.exe.config.id-39392590.[mk.scorpion@
UploadUsers.exe.id-293982590.[mk.scorpion@acl.coml.wallet S
UploadUsers.pdb.id-39292590.[mk.scorpion@acl.coml.wallet
UploadUsers.vshost.exe.config.id-3 G25S0.[mk.scorpion@acl.com].wal
UploadUsers.vshost.exe.id~393925%0.[mk.scorpion@acl.com].wallet
O.[mk.scorpion@acl.cem].wallet

UploadUsersFile.xlsx<.id-39 sion@aocl.coml.wallet

UploadUsersFile_PMdarch 1’

WALLET File

WALLET File
WALLET File
WALLET File
WALLET File
WALLET File
WALLET File
WALLET File
VWAILLET File
WALLET File

WALLET File

Files when infected by ransomware




Security Risks to PNP Computer
Systems and Data

O Data can be altered, damaged, deleted, and
iInfused with additional computer viruses.

O Interfere with the normal functioning of the
computer system or prevent its utilization.




Offense Committed U sing
Ransomware

SQGHU 5 $ S&\EHUFULPH 3UHYHQ"

VaS

O

ata Interference 1 the intentional alteration,
damaging, deletion of data and transmission of
Viruses.

O System Interference i the intentional inputting,
transmitting, damaging, deleting, deteriorating,
altering or suppressing computer data or
program, and transmission of viruses.

.



